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Evolution
of Healthcare Digitalization

(Taimoor &Rehman, 2022)

Decades Ten Years

64%  
Healthcare 
CEOs are 
investing
in digital 
health 
technologies



Digitalization encourages 
consistency, reliability, quality, and 

patient safety in healthcare

ARE WE THERE YET?  



Digitalization Benefits

Patient Safety
• Decreased medication errors and ADRs
• Improved Handover and transfer safety
• Reduced mislabelled specimen
• Promoted incident reporting

Clinical Outcomes   

• Promoted standardized care and adherence to EBP
• Improved process adherence

Efficiency 
• Improved documentation & communication
• Decreased order turnaround times

• Improved access to care
• Streamlined patient management processes 

Accessibility 

• Enhanced Patient experience
• Improved Patient Knowledge and education

Patient Experience 



Don't Overlook
 the Dark Side …

(IBM Security Report 2023)

Burden on 

Healthcare 

Professional  

Data  Security 
and Privacy

Low Error 
Detection 

Emergence of 
New Sentinel 
events 

Sentinel Events are 
attributed to HIT Issues

Safety events 
accounted for 
Voluntary reporting 

<10%80% 16 
Mins

Time Per Patient 
Encounter

Cost of Professionals 
Burnout/Year

$ 4.6 
Billions

(Classen, Li et al. 2018)(Alotaibi and Federico. 2017) (Overhage and McCallie 2020)

Cost of data breach 
increased since 2020 

The most expensive data 
breaches among other 
industries

$ 11 
Millions

53% 

Data  Quality & 
Accuracy

84% Progress Notes contained 
at least 1 Error

Average documentation 
errors per patient

7.8  

(Bowman 2013)



Framework for Effective Digitalization 

External Rules & 
Regulations

Internal Organization

 Features

People

Technology

(Hardware/Software

Clinical Content

Human-Computer 
Interface

Workflow & 
Communication

System 
Measurement & 
Monitoring 

Adapted and Modified from: (Sittig and Singh,2020) 

High Reliability 
Organization Principles/Methods

High Reliability

Consistent performance at 
high levels of safety and 

quality  over long periods of 
time

 

Robust Process Improvement
Sa

fe
ty

Cultu
re Leadership

HIT Sociotechnical
 Framework

High Reliability Organizations



Reliability

Evidence-Based Care

To do the right thing the right way

the first time & every time



Designing High Reliability Systems 

Education & Training

Rules & Policies

Reminders, Checklists
 & Double Checks

Simplification & 
Standardization

Automation 
& Computerization

Forcing Functions

Most Effective
System- Oriented

Less Effective 
Human - Oriented

Make it hard to do the 

wrong thing and 

easy to do the right

(Cafazzo and St-Cyr. 2012) 



High Reliability Organizations HRO  
that operate in high-risk, dynamic, 
turbulent, and potentially hazardous 
environments, yet operate nearly 
error free.

What Is HRO?



Case Study- 
KFSHRC Zero 
Harm-HRO 
Journey 



Harm Prevention 

Safety Culture, Leadership and Robust Process Improvement Roadmap

HRO Principles 

Universal Skills to Prevent Human Error and 
Improve Collegial Relationships

Structured Leadership Skills and Practices 
for High Reliability

Learning Organization Improvements and 
Enhanced Cause Analysis

Robust Clinical and Operational Process 
Improvement



Harm Prevention

HRO Principles 



Digitalization /Forcing Functions

Deep Dive into VTE
Harm Prevention

• Commitment to Zero Harm
• Resources /Budgets allocation
• Leadership Rounding and Tiered 

Huddles
• Accountability mechanisms
• Regular collaborative meetings

Leadership
Robust 

Process 
Improvement

• HRO Universal Skills on Error 
Prevention

• Just Culture
• Incident causal analysis
• Lessons learned /Safety Alerts
• Transparency /Data sharing 
• Safety Coaches

Safety Culture

• System Oriented Changes
• Multidisciplinary team 
• Change Management (Physicians 

Coach leader for VTE)
• Daily Management System ( Visual 

huddle boards, Standard work)  
• Enhanced measurements

• VTE Screening tool & Prophylaxsis plan tailored to different 
patient types and linked to the VTE risk as per EBP

• A mandated field for the reasons of variation from guideline
• Reminder alert for pending VTE screening and suggested plan
• VTE education check list in ICIS 



VTE Measurement & Monitoring

VTE Screening within 24 Hrs of 
Admission 74%

87% # HA-VTE 

2019-2022

VTE Not Screened85%

0

VTE Real-Time Dashboard



Into the Future 



Adaptive user

interfaces

Automated diagnosis 
and treatment plan

Clinical 
chatbots

Radiology
interpretation

HAI Surveillance- 
Real- Time 
Detection 

Smart
monitoring

Real-time medication 
dosing adjustments

Administrative
chatbots (concierge)

Ambient 
documentation

Incident Reporting 
Systems

Electronic Health 
Record (EHR) 
Review

Administrative Codes 

The self-driving
hospital

Notifications, 
Reminders & Alerts 

for clinical work 
flow

Early Detection & 
Management  of 
Sepsis

Medical record mining 
and extraction

E- ADEs Trigger 
Tools 

Reframing Patient Safety

Prediction of 
clinical 

deterioration & 
management of 
intraoperative 

physiologic 
changes

Patient Portals for patient-reported 
experiences and outcome measures

FROM
Reporting Types, 
Numbers and Rates 
of Safety Events

TO
Proactively predict risks and 
take preventive measures

Future

Current 
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Adaptive user

interfaces

Current 

Future

Automated diagnosis 
and treatment plan

Clinical 
chatbots

Radiology
interpretation

HAI Surveillance- 
Real- Time 
Detection 

Smart
monitoring

Real-time medication 
dosing adjustments

Administrative
chatbots (concierge)

Ambient 
documentation

Incident Reporting 
Systems

Electronic Health 
Record (EHR) 
Review

Administrative Codes 

The self-driving
hospital

Notifications, 
Reminders & Alerts 

for clinical work 
flow

Early Detection & 
Management  of 
Sepsis

Medical record mining 
and extraction

E- ADEs Trigger 
Tools 

Realizing the Promise…
Digitalization landscape for Improved Patient Safety 

Adopted  with Modifications: 
Advisory Board, 2023. Health Systems Trends

Prediction of 
clinical 

deterioration & 
management of 
intraoperative 

physiologic 
changes

Clinical Decision Support 

Machine Learning & Artificial Intelligence

P
re

d
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o

n
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ve
n
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Patient Portals for patient-reported 
experiences and outcome measures



Global Directives



Effective & Safe 
Digitalization

Clinical decision 
support systems to  
provide reminders & 
recommendations 
on best practices ( 
assessment/ 
treatments )

Real-Time 
/Predictive 
Analytics

Detect safety 
events with real-
time EHR data as 
they occur and 
predict them 
before they 
happen.

FUTURE 
Where we’re going

Capacity & 
Capability Building 

Innovation, Digital 
Tools  and informatics, 
Analytics, Leadership, 
Human Factors 
Engineering and High 
Reliability Organization 
HRO Practices

Research & 
Improvement 
Collaborations 

Qualitative and 
Quantitative studies 
on safe use of digital 
technology with 
focus on 
improvements and 
outcomes



“Vision and leadership at the 

highest levels of government is 
required to operationalise a 
systems approach to improving 
patient safety and ensure that 
healthcare is a high-reliability 

industry.”

- THE ECONOMICS OF PATIENT SAFETY © OECD 2017 



THANK YOU

Abier.hamami@hr-hcc.com

www.hr-hcc.com

http://www.hr-hcc.com/
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